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In this paper, we propose a PIP reverse engineering BIT2NCD ©l| A A|2rE FPGA
method using a path table to expand the restoration coverage of - ~
programmable interconnect points (PIP). The most commonly BBl AAMAE Aefsts WE
used SRAM-based FPGA is vulnerable to malicious attacks [1]. o], FPGA W =] 2491 PLP (programmable logic
because it stores circuit information in external memory.
Among the attack methods, FPGA reverse engineering has been
proposed as a method of restoring a net list of circuits from a £ HE 7S Ao PIP 93k Hagh b
bitstream including circuit information, but there are Holl mtmi glo] 2= mel o|Abe] Alzto] & a}

point)} 1A 2421 PIP (programmable interconnect point)

disadvantages that the reverse engineering of the PIP, which is °

a connecting element, takes a long time or the restoration t}. Paar’s team ©] PIP g Elo]E Ao ALK FE A
coverage Is limited. Ip this paper, we propose a PIP reverse 7He Zol= WS ST [2]. e o] AS B
engineering method using a path table to enable the restoration ) .

of all PIPs in a short time. Using the proposed method, PIP HatA] ek PIP So] e Hdo WHeTt Eole
reverse engineering can be performed perfectly in 19 times o} B =R A= o]2 jMEy] 94 path table < 3

1
faster time than previous studies.
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